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Abstract. This lecture describes a perspective towards privacy preservation in data utilization focused 
on severity of patients’ information. The first half explains a process to generalize data by using an 
extension of -diversity that is defined based on formalized severity of patients’ information [1], and 
then discuss how to put the process into practical use. The second half introduces an approach towards 
estimation of the number of patients with high severity of information. 

1. Motivation to Focus on Severity of Patients’ Information 

The theme of this lecture is preservation of patients’ privacy in utilization or administration of 
medical data. One of the biggest features of medical data from the viewpoint of privacy preservation 
is that medical data have significantly different impacts of informations. In a usual case, when an 
administrator of a database in a hospital is required to provide medical data, he/she has to determine 
an appropriate range and level of detail of the data. Therefore, it is important to anonymize the medical 
data properly to maintain safety as well as usability of the data. 

In order to assess the risk for an adversary to obtain new sensitive information of patients if the 
adversary has certain information of target patients and he/she obtain a new data, Sweeney proposed 

-anonymity [2], which was a property to assess the risk of identification of the target patients. 
Moreover, as an extended property of -anonymity, Machanavajjhala, et al., [3] introduced -
diversity, which is an indicator to assess the risk of identification of sensitive information of the target 
patients based on Bayesian estimation and information theory. Chunyong, et al., [4] and Xiaoxun, et 
al., [5] extended k-anonymity and l-diversity respectively based on ranks that are defined by 
classifications of the set of diseases. On the other hand, LeFevre, et al., [6] proposed an algorithm 
Incognito to generalize a given data in a way where it can conduct the generalization with fewest steps.  

Although these researches are all important, there have not yet been realized any research how to 
anonymize medical data according to severity of patients’ information from the semantic viewpoints, 
despite its importance. In fact, it is challenging to quantify the risk or severity for an adversary to 
obtain sensitive information of a target patient, and it needs to conceptualize and quantify severities of 
patients’ information from a wider viewpoint than the existing one. 

2. Extended -diversity Based on Risk-Impact Ontology for Patients’ Sensitive Information and 
Generalization Process 

In [1], the authors developed an ontology, which was called Risk-Impact Ontology for Patients’ 
Sensitive Information (RIOPSI) and in which the authors conceptualized motivations of adversaries 
and defined criteria of diseases, medicine and medical treatment based on the adversaries’ motivations 
above. And then they formalized severities of patients’ information based on RIOPSI and extended -
diversity by using the formalized severities. Moreover, the authors proposed a simple process to 
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generalize medical data in accordance with the extended -diversity and demands by a user who 
requested the medical data. 

The first purpose of this lecture is to propose how to put the process above into practical use. To 
this end, a framework that was introduced by Eman and Arbuckle [7] is employed. In order to combine 
them, two levels of risk assessments are considered: the first assessment is to calculate possibility of 
identification of target patients and the second one is to estimate severity to identify the target patients. 

3. Approach Towards Estimation of the Number of Patients with High Severity of Information 

 The second half of this lecture introduce an approach towards estimation of the number of patients 
with high severity of information. As an example of a group of patients with high severity of 
information, patients of intractable diseases that are defined in Health, Labour and Welfare Ministry 
of Japan and cancers that are classified by sites of occurrence are considered. The statistical data about 
the patients above are published in the sites of Japan Intractable Diseases Information Center [8] and 
National Cancer Center Japan [9]. As an approach towards estimation of severity of their information, 
this lecture introduce a gap by excessing utilization of data and employs fundamental theory of life 
insurance medicine. 
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